
 

Privacy Policy 

 
General Provisions 

1.We value all our customers and respect their right to privacy and protection of their data. We 

would like our customers to be aware of why and how we use their data, what their rights are and 

how they can exercise their rights.  

2.This Privacy Policy describes our information handling practices when you access our services, 

which include our content on the websites located at Bearpay.io, or any other websites, pages, 

features, or content we own or operate (collectively, the "Site(s)"), or Bear Pay UAB or third-

party applications relying on such an API, and related services (referred to collectively hereinafter 

as "Services").  

3.Personal data collected by BearPay is processed in accordance with the Law on Legal Protection 

of Personal Data of the Republic of Lithuania, the General Data Protection Regulation (hereinafter 

— the GDPR) and other legal acts. All employees, agents, and employees of the agents of BearPay 

who know the secret of personal data must keep it safe even after termination of the employment 

or contractual relationship.  

4.You may be asked to provide personal information at any time.   

5.Please take a moment to read this Privacy Policy carefully. If you have any questions about this 

Policy, please contact our customer support, via email: ...  

6.If you do not agree with any aspect of this Privacy Policy, you should immediately 

discontinue access or use of our Services.  

7.What Personal Information about users we collect?  

7.1. "Personal Information" refers to information that identifies an individual or relates to an 

identifiable individual, or from that data and other information, which is in the possession of, 

or is likely to come into the possession of, Bearpay.io (or its representatives or service 

providers). In addition to information, it includes any expression of opinion about an 

individual and any indication of the intentions of BearPay or any other person in respect of an 

individual. The definition of personal information depends on the relevant law applicable for 

your physical location.  

8. The Information you give us.  



 

8.1.To establish an account and access our Services, we'll ask you to provide us with some 

important information about yourself. This information is either required by law (e.g., to verify 

your identity), necessary to provide the requested services (e.g., you will need to provide your 

bank account number to BearPay), or is relevant for certain specified purposes, described in 

greater detail below. As we add new features and Services, you may be asked to provide 

additional information.  

9. We may collect the following information about you:  

9.1. Identification Information: Full name, date of birth, nationality, gender, utility bills, 

photographs, phone number, home address, email, username, and password. 

9.2. Formal Identification Information: Government issued identity document such as Passport, 

Driver's License, National Identity Card, State ID Card, Tax ID number, passport number, 

driver's license details, national identity card details, visa information, and/or any other 

information deemed necessary to comply with our legal obligations under financial or anti-

money laundering laws.  

9.3. Financial Information: Bank account information, payment card primary account number 

(PAN), transaction history, trading data, and/or tax identification.  

9.4. Transaction Information: Information about the transactions you make on our Services, 

such as the name of the recipient, your name, the amount.  

9.5. Correspondence: Survey responses, information provided to our support team or user 

research team.  

10. Automatically collected information we collect about you:  

10.1. This includes information we collect automatically, such as whenever you interact with the 

Sites or use the Services. This information helps us address customer support issues, improve 

the performance of our Sites and applications, provide you with a streamlined and 

personalized experience, and protects your account from fraud by detecting unauthorized 

access. Information collected automatically includes:  

10.1.1. Online Identifiers: Geo location/tracking details, operating system, browser name and 

version, and/or personal IP addresses.  

10.1.2. Usage Data: Authentication data, security questions, click-stream data, public social 

networking posts, and other data collected via cookies and similar technologies. Please read 

our Cookie Policy for more information.  



 

10.1.3. Information from other sources: we may receive information about you from other 

sources such as credit history information from credit bureaus, which we will use to help 

prevent and detect fraud.  

11. Anonymized and aggregated data. 

11.1. In addition to the categories of personal information described above, BearPay will also 

process anonymized information and data that is not processed by reference to a specific 

individual. Types of data we may anonymize include transaction data, click-stream data, 

performance metrics and fraud indicators.  

12. For what purposes does we use your personal information?  

12.1. Our primary purpose in collecting personal information is to provide you with a secure, 

smooth, efficient, and customized experience. We generally use personal information to 

create, develop, operate, deliver, and improve our Services, content, and advertising, and for 

loss prevention and antifraud purposes. We may use your information in the following ways 

and for the following purposes:  

12.2. To maintain legal and regulatory compliance.  

12.2.1. BearPay needs to process your personal information to comply with Anti-Money 

Laundering and Security laws. In addition, when you seek to link a bank account to your 

BearPay account, we may require you to provide additional information which we may use in 

collaboration with service providers acting on our behalf to verify your identity or address, 

and/or to manage risk as required under applicable law. 

12.2.2. We also process your personal information to help detect, prevent, and mitigate fraud and 

abuse of our Services and to protect you against account compromise or funds loss. If you do 

not provide personal information required by law, we will have to close your account.  

10.2.2.1 Regarding to account closure  

12.3. To provide BearPay services.  

12.3.1. We process your personal information to provide Services to you. For example, when you 

want to store funds on our platform, we require certain information such as your identification, 

contact and payment information. Third parties that we use such as identity verification 

services may also access and/or collect your personal information when providing identity 

verification and/or fraud prevention services. In addition, we may need to collect fees based 

on your use of our Services. We collect information about your account usage and closely 



 

monitor your interactions with our Services. The consequences of not processing your 

personal information for such purposes is the termination of your account.  

12.4. To provide communications and customer services.  

12.4.1. According to your preferences and in compliance with applicable law, we may send you 

marketing communications to inform you about events, to deliver targeted marketing and to 

share promotional offers. If you are a new customer, we will contact you by electronic means 

for marketing purposes only if you have consented to such communication. If you do not want 

us to send you marketing communications, please go to your account settings to opt-out or 

submit a request via ...  

12.4.2. We may send you service updates regarding administrative or account-related information, 

security issues, or other transaction-related information. These communications are important 

to share developments relating to your account that may affect how you can use our Services. 

You cannot opt-out of receiving critical service communications.  

12.4.3. We also process your personal information when you contact us to resolve any questions, 

disputes, collect fees, or to troubleshoot problems. Without processing your personal 

information for such purposes, we cannot respond to your requests and ensure your 

uninterrupted use of the Services.  

12.5. In our legitimate business interests.  

12.5.1. Sometimes the processing of your personal information is necessary for our legitimate 

business interests, such as:  

12.5.1.1. quality control and staff training;  

12.5.1.2. to enhance security, monitor and verify identity or service access, and to combat spam or 

other malware or security risks;  

12.5.1.3. research and development purposes;  

12.5.1.4. to enhance your experience of our Services and Sites;   

12.5.1.5.  to facilitate corporate acquisitions, mergers, or transactions.  

12.6. Legal bases for processing your information.  

12.6.1. For individuals located in the European Economic Area, United Kingdom or Switzerland 

at the time their personal data is collected, we rely on legal bases for processing your 

information under the relevant data protection legislation. These bases mean we will only 

process your data where we are legally required to, where processing is necessary to perform 



 

any contracts, we entered with you (or to take steps at your request prior to entering a contract 

with you), for our legitimate interests to operate our business, to protect BearPay or your 

property rights, or where we have obtained your consent to do so. We will not use your 

personal information for purposes other than those purposes we have disclosed to you, without 

your permission.  

13. Sharing your personal information with third parties.  

13.1. We take care to allow your personal information to be accessed only by those who require 

access to perform their tasks and duties, and to share only with third parties who have a 

legitimate purpose for accessing it. BearPay will never sell or rent your personal 

information to third parties without your explicit consent. We will only share your 

information in the following circumstances:  

13.2.  Third-party sites and services.  

13.2.1. If you authorize one or more third-party applications to access your BearPay Services, then 

information you have provided to BearPay may be shared with those third parties. A 

connection you authorize or enable between your BearPay account and a non-BearPay account, 

payment instrument, or platform is considered an “account connection.” Unless you provide 

further permissions, BearPay will not authorize these third parties to use this information for 

any purpose other than to facilitate your transactions using BearPay Services. Please note that 

third parties you interact with, should have their own privacy policies and BearPay is not 

responsible for their operations or their use of data they collect.  

13.2.2. Examples of account connections include:  

13.2.2.1. Merchants: If you use your BearPay account to conduct a transaction with a third-party 

merchant, the merchant may provide data about you and your transaction to us.  

13.2.3. Your financial services providers: 

13.2.3.1. For example, if you send us funds from your bank account, your bank will provide us with 

identifying information in addition to information about your account to complete the 

transaction.  

  

14. Cross border transfers.  

14.1.  BearPay is an international business with operations in countries including the UK, the EU, 

and the US. This means we may transfer to locations outside of your country. When we 



 

transfer your personal information to another country, we will ensure that any transfer of 

your personal information is compliant with applicable data protection law.  

15. Data transferred out of the EU or UK.  

15.1. When we transfer your personal information outside of the United Kingdom (UK) or the 

European Economic Area (EEA), we will ensure that it is protected in a manner that is 

consistent with how your personal information will be protected by us in the UK and EEA 

respectively. This can be done in several ways, for instance:  

15.1.1. the country that we send the data to might be approved by the UK Government or European 

Commission (as applicable);  

15.1.2. the recipient might have signed up to a contract based on “model contractual clauses” 

approved by the UK Government or European Commission (as applicable), obliging them to 

protect your personal information.  

15.2. In other circumstances the law may permit us to transfer your personal information outside 

the UK or EEA. In all cases, however, we will ensure that any transfer of your personal 

information is compliant with data protection law. You can obtain more details of the 

protection given to your personal information when it is transferred outside the UK and EEA 

(including a copy of the standard data protection clauses which we have entered with 

recipients of your personal information) by contacting us as described below.  

16. How long do we keep your personal information?  

16.1. We store your personal information securely throughout the life of your BearPay account. 

We will only retain your personal information for as long as necessary to fulfill the purposes 

for which we collected it, including for the purposes of satisfying any legal, accounting, or 

reporting obligations or to resolve disputes. How long we hold your personal information for 

will vary. The retention period will be determined by the following criteria:  

16.1.1. the purpose for which we are using your personal information – we will need to keep the 

information for as long as is necessary for that purpose;   

16.1.2. legal obligations – laws or regulation may set a minimum period for which we have to 

keep your personal information.  

If you have further questions about our data retention practices, please contact us at ... If we 

anonymize your personal information so that it can no longer be associated with you, it will 

no longer be considered personal information, and we can use it without further notice to you.  



 

 

11. Children's personal information.  

11.1. We do not knowingly request to collect personal information from any person under the age 

of 18. If a user submitting personal information is suspected of being younger than 18 years 

of age, BearPay will require the user to close his or her account and will not allow the user 

to continue using our Services. We will also take steps to delete the information as soon as 

possible. Please notify us if you know of any individuals under the age of 18 using our 

Services so we can take action to prevent access to our Services.  

12. Your privacy rights.  

12.1. Depending on applicable law of where you reside, you may be able to assert certain rights 

related to your personal information. These rights include:  

12.1.1. the right to obtain information regarding the processing of your personal information and 

access to the personal information which we hold about you;  

12.1.2. the right to withdraw your consent to the processing of your personal information at any 

time. Please note, however, that we may still be entitled to process your personal 

information if we have another legitimate reason for doing so. For example, we may need to 

retain personal information to comply with a legal obligation;  

12.1.3. in some circumstances, the right to receive some personal information in a structured, 

commonly used and machine-readable format and/or request that we transmit those data to a 

third party where this is technically feasible. Please note that this right only applies to 

personal information which you have provided directly to BearPay;  

12.1.4. the right to request that we rectify your personal information if it is inaccurate or 

incomplete;  

12.1.5. the right to request that we erase your personal information in certain circumstances. 

Please note that there may be circumstances where you ask us to erase your personal 

information, but we are legally entitled to retain it;  

12.1.6. the right to object to, or request that we restrict, our processing of your personal 

information in certain circumstances. Again, there may be circumstances where you object 

to, or ask us to restrict, our processing of your personal information but we are legally 

entitled to refuse that request;   



 

12.1.7. the right to lodge a complaint with the relevant data protection regulator if you think that 

any of your rights have been infringed by us.  

You can exercise your rights by contacting us using the details listed below. Further information 

about your rights may be obtained by contacting the supervisory data protection authority 

located in your jurisdiction.  

13. Cookie policy 

13.1. BearPay may use cookies on this website. Cookies are small files sent to a person's Internet 

browser and stored on their device. Cookies are transferred to a personal computer upon first visiting 

the website. 

13.2. Usually, BearPay uses only the necessary cookies on the person's device for identification, 

enhancement of the website functionality and use, and facilitating a person's access to the website 

and the information it contains. BearPay may use other cookies upon receiving the client's consent. 

You will find a brief description of different types of cookies here: 

13.2.1. Strictly necessary cookies. These cookies are necessary for you to be able to use different 

features on the BearPay website. They are essential for the website to work and cannot be switched 

off. They are stored on your computer, mobile phone or tablet while you are using the website and 

are only valid for a limited amount of time. They are usually set in response to actions made by you 

while browsing such as changing your privacy settings, logging in and filling out various forms. 

13.2.2. Statistics cookies. These cookies are used to collect and report on anonymous information 

to find out how our visitors use the website. A registered IN number is used to gather statistical data 

on how users navigate the website. 

13.2.3. Analytics cookies. These cookies are used to monitor the number and traffic of website 

users. Analytics cookies help us find out which websites are visited the most and how visitors use 

them to improve the quality of our services. If you do not consent to the use of these cookies, we 

will not include your visit to our statistics. 

13.2.4. Marketing cookies. These cookies are used to provide relevant information about our 

services based on your browsing habits to improve content selection and offer more options while 

using our website. In addition, these cookies may be used in our third-party partners' websites for 

reporting purposes. In that way, we would also receive information about your browsing history 

from our official partners' websites where we place our ads. If you do not consent to the use of these 

cookies, you will only see non-personalized advertising. 



 

13.3. Most web browsers accept cookies, but the person can change the browser settings so that 

cookies would not be accepted. It should be noted that unlike other types of cookies, rejecting 

necessary cookies may affect the website functionality, and some features may not work properly. 

Upon first visiting the BearPay website, you will see a pop-up message with a list of specific types 

of cookies you may choose to accept or decline. If you decide to accept the necessary and the other 

types of cookies, you can change your selection and revoke your consent by clicking on Cookies 

Settings at the bottom of the page. 

 

14. US consumer privacy notice – Are we going to open accounts? 

15.  

 

16. Contact Information  

Please contact us with questions, comments, or concerns regarding our Privacy Policy and/or 

practices at support@bearpay.io 

 

17. Validity and Changes to the Privacy Policy 

This Policy came into force in (DATE) and was last updated in (DATE) It can be changes in the 

light of changes in legislation and our operations. We will post changes on the website 

www.bearpay.io 

18. Final Provisions 

17.1. These Privacy policy provisions are subject to the law of the Republic of Lithuania. All 

disputes regarding the provisions of the Privacy Policy shall be settled by negotiation and, in case 

of failure to resolve an issue by negotiation, the dispute shall be taken to courts of the Republic of 

Lithuania: 

17.1.1. UAB "Creditinfo Lithuania" (company code: 111689163, address: A. Goštauto st. 40, LT 

01112 Vilnius, Lithuania, www.manocreditinfo.lt, phone: (8 5) 2394131, which manages and 

provides your information to third parties (financial institutions, telecommunication agencies, 

insurance, electricity and utility service providers, trading companies, etc.) for legitimate interests 

and objectives: to assess your creditworthiness and manage debts. Credit history data is usually 

stored for 10 years after the fulfilment of obligations). 

 



 

 
 


